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goljufij

Ekspertni
sistem

Rezultati in
doprinos

Zaključek
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Goljufije v avtomobilskem zavarovalnǐstvu

I izsiljene ali uprizorjene prometne nesreče

I neupravičena pridobitev sredstev od zavarovalnice

I nevarnost za udeležence v cestnem prometu
I vǐsje zavarovalnine za ostale zavarovance:

I ≈ 15-30% škodnih zahtevkov vsaj pretiranih
I ≈ 10% odhodkov za škode na račun goljufij
I v Sloveniji ≈ 100 milijonov e izgub na leto

Vir: http://www.insurancefraud.org/

http://www.insurancefraud.org/
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Skupine avtomobilskih goljufov

I posebej pereče organizirane skupine goljufov
(vozniki, avtomehaniki, zdravniki, odvetniki, policisti itd.)

I znane sheme za uprizarjanje prometnih nesreč:

ZVCP: “[V]arnostna razdalja mora ne glede na vozne razmere omogočati, da lahko voznik zmanǰsa
hitrost ali ustavi in s tem prepreči trčenje, če voznik, ki vozi pred njim, zmanǰsa hitrost ali ustavi”.

I skupne značilnosti uprizorjenih prometnih nesreč
(mlaǰsi moški, pozno zvečer, izven naselja, ni alkohola itd.)

I cilj: ekspertni sistem za odkrivanje skupin goljufov
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Značilnosti domene

I občutljivi podatki (oteženo pridobivanje)

I pomanjkanje označenih podatkov (nove goljufije)

I neuravnotežena ciljna spremenljivka

Podatki v policijskih zapisnikih (in registrih):

I entitete: nesreče, udeleženci, vozila, policisti

I atributi: čas in kraj, gmotna škoda, poškodbe,
spol in starost udeležencev itd.

I relacije: voznik-sopotnik-nesreča-policist
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Pristopi odkrivanja goljufij

I strojno učenje, podatkovno rudarjenje, statistika, eksperti

I v praksi ni razlik, številne goljufije ostanejo neodkrite
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Pristopi odkrivanja goljufij
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Pristopi odkrivanja goljufij (II)

Slabosti pristopov odkrivanja goljufij:

I večji nabor označenih podatkov

I odkrivanje znanih goljufij (ne anomalij)

I neprimerna predstavitev podatkov (ni relacij)

Vir: http://http://www.reevewrites.com/

http://http://www.reevewrites.com/
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Analiza družbenih omrežij

I udeležence nesreč povežemo v družbena omrežja

I goljufe lahko odkrijemo že s prostim očesom



Odkrivanje
goljufij preko

analize omrežij
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goljufij

Ekspertni
sistem

Rezultati in
doprinos

Zaključek
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Ekspertni sistem

Rezultati in doprinos

Zaključek
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Ekspertni sistem za odkrivanje goljufij

Sistem za odkrivanje goljufij:

1. predstavitev nesreč z družbenimi omrežji

2. odkrivanje sumljivih skupin nesreč

3. odkrivanje ključnih udeležencev

4. prikaz in interpretacija rezultatov
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Predstavitev z družbenimi omrežji

Predstavitev z omrežji:

I vozlǐsča predstavljajo udeležence, nesreče in vozila

I povezave predstavljajo relacije med njimi (6 načel gradnje)

I omogoča formulacijo kompleksnih vzorcev povezovanja
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Predstavitev z družbenimi omrežji (II)

Omrežja poenostavimo (tj. delimo) glede na skupnosti vozlǐsč.
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Odkrivanje sumljivih skupin nesreč

I omrežje razpade na več povezanih komponent
I skupne lastnosti “goljufivih” komponent (npr. gostota,

premer, nakopičenost, največja stopnja in centralnost itd.)
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Odkrivanje sumljivih skupin nesreč (II)

I vsaki lastnosti priredimo indikator (0-1 atribut)

I sumljive komponente razkrijemo s pomočjo
simulacije naključnih omrežij in preverjanja hipotez

I možnosti: posamezni indikator, majority, (P)RIDIT itd.

Vir: http://http://www.nature.com/

http://http://www.nature.com/
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Odkrivanje sumljivih udeležencev

I sumljivost udeležencev določimo na podlagi neposredno
povezanih entitet, in obratno (vrsta omrežja)

I modeli: utežena linearna kombinacija (domenski ekspert)
I iterativni algoritem za ocenjevanje sumljivosti
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Odkrivanje sumljivih udeležencev (II)

I z iterativnim ocenjevanjem premagamo lokalnost
(propagacija sumljivosti po omrežju)

I ocenimo zgolj sumljivost udeležencev (posredno za ostale)

I povezani (sumljivi) udeleženci → skupina goljufov

I rangiranje udeležencev, ne klasifikacija!
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Prikaz rezultatov z omrežji

I popolnoma avtomatski sistem v praksi ni mogoč

I predstavitev rezultatov domenskemu ekspertu, analitiku

I uporaba znanja pridobljenega skozi analizo
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Odkrivanje
goljufij preko

analize omrežij
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Testni podatki

Testni nabor podatkov:

I policijski zapisniki o nesrečah v Sloveniji (1999-2008)
I vsi (označeni) podatki:

I 1561 (91) prometnih nesreč
I 3451 (211) udeležencev v nesrečah
I 46 predhodno odkritih goljufov

I pazljivost pri interpretaciji rezultatov:
I podatki niso izbrani naključno
I majhen (nereprezentativen) vzorec
I podatke uporabljamo pri zasnovi
I vprašljivost oznak podatkov
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Rezultati s prototipnim sistemom

Sistem doseže ≈ 93%, drugi pristopi brez omrežij 80-85%.
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Znanstveni prispevki

Znanstveni prispevki:

I revija → izjemni znanstveni dosežek v Sloveniji (ARRS)

I diploma → fakultetna Prešernova nagrada (FRI)

I konferenca → nagrada za prispevek (DSI)

Author's personal copy

An expert system for detecting automobile insurance fraud using social
network analysis

Lovro Šubelj *, Štefan Furlan, Marko Bajec
Faculty of Computer and Information Science, University of Ljubljana, Tržaška 25, SI-1001 Ljubljana, Slovenia

a r t i c l e i n f o

Keywords:
Fraud detection
Automobile insurance
Social network analysis
Link analysis
Assessment propagation

a b s t r a c t

The article proposes an expert system for detection, and subsequent investigation, of groups of
collaborating automobile insurance fraudsters. The system is described and examined in great detail,
several technical difficulties in detecting fraud are also considered, for it to be applicable in practice.
Opposed to many other approaches, the system uses networks for representation of data. Networks
are the most natural representation of such a relational domain, allowing formulation and analysis of
complex relations between entities. Fraudulent entities are found by employing a novel assessment algo-
rithm, Iterative Assessment Algorithm (IAA), also presented in the article. Besides intrinsic attributes of
entities, the algorithm explores also the relations between entities. The prototype was evaluated and rig-
orously analyzed on real world data. Results show that automobile insurance fraud can be efficiently
detected with the proposed system and that appropriate data representation is vital.

! 2010 Elsevier Ltd. All rights reserved.

1. Introduction

Fraud is encountered in a variety of domains. It comes in all dif-
ferent shapes and sizes, from traditional fraud, e.g. (simple) tax
cheating, to more sophisticated, where entire groups of individuals
are collaborating in order to commit fraud. Such groups can be
found in the automobile insurance domain.

Here fraudsters stage traffic accidents and issue fake insurance
claims to gain (unjustified) funds from their general or vehicle
insurance. There are also cases where an accident has never oc-
curred, and the vehicles have only been placed onto the road. Still,
the majority of such fraud is not planned (opportunistic fraud) – an
individual only seizes the opportunity arising from the accident and
issues exaggerated insurance claims or claims for past damages.

Staged accidents have several common characteristics. They oc-
cur in late hours and non-urban areas in order to reduce the prob-
ability of witnesses. Drivers are usually younger males, there are
many passengers in the vehicles, but never children or elders.
The police is always called to the scene to make the subsequent
acquisition of means easier. It is also not uncommon that all of
the participants have multiple (serious) injuries, when there is al-
most no damage on the vehicles. Many other suspicious character-
istics exist, not mentioned here.

The insurance companies place the most interest in organized
groups of fraudsters consisting of drivers, chiropractors, garage

mechanics, lawyers, police officers, insurance workers and others.
Such groups represent the majority of revenue leakage. Most of
the analyses agree that approximately 20% of all insurance claims
are in some way fraudulent (various resources). But most of these
claims go unnoticed, as fraud investigation is usually done by hand
by the domain expert or investigator and is only rarely computer
supported. Inappropriate representation of data is also common,
making the detection of groups of fraudsters extremely difficult.
An expert system approach is thus needed.

Jensen (1997) has observed several technical difficulties in
detecting fraud (various domains). Most hold for (automobile)
insurance fraud as well. Firstly, only a small portion of accidents
or participants is fraudulent (skewed class distribution) making
them extremely difficult to detect. Next, there is a severe lack of la-
beled data sets as labeling is expensive and time consuming. Be-
sides, due to sensitivity of the domain, there is even a lack of
unlabeled data sets. Any approach for detecting such fraud should
thus be founded on moderate resources (data sets) in order to be
applicable in practice. Fraudsters are very innovative and new
types of fraud emerge constantly. Hence, the approach must also
be highly adaptable, detecting new types of fraud as soon as they
are noticed. Lastly, it holds that fully autonomous detection of
automobile insurance fraud is not possible in practice. Final assess-
ment of potential fraud can only be made by the domain expert or
investigator, who also determines further actions in resolving it.
The approach should also support this investigation process.

Due to everything mentioned above, the set of approaches for
detecting such fraud is extremely limited. We propose a novel ex-
pert system approach for detection and subsequent investigation

0957-4174/$ - see front matter ! 2010 Elsevier Ltd. All rights reserved.
doi:10.1016/j.eswa.2010.07.143

* Corresponding author. Tel.: +386 1 4768 186.
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Orodje Admiral

I podjetje Optilab razvija orodje Admiral (Motor)
→ odkrivanje goljufij na podlagi analize omrežij

I Admiral uporablja Slovensko zavarovalno združenje
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Sklep

I sistem za odkrivanje goljufij uporaben v praksi

I možnosti uporabe drugje (npr. zavarovanje plovil itd.)

I omrežja so danes prisotna na vsakem koraku

I definicije, formule, algoritmi:
Šubelj, L., Furlan, Š. & Bajec, M. (2011). An expert system for detecting automobile insurance
fraud using social network analysis, Expert Systems with Applications 38(1), 1039-1052.

Vir: http://www.opte.org/.

http://www.opte.org/.
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Analiza omrežij ponuja številne pristope:
vozlǐsča → skupine vozlǐsč → omrežje, povezave itd.

Vir: (Rosvall & Bergstrom, P. Natl. Acad. Sci. USA, 105(4), 2008).
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Hvala za pozornost

Laboratorij za podatkovne tehnologije
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